Kris Kaspersky
TOHKOCTU ON3ACCEMBJIMNPOBAHUA

AN3ACCEMBJINPOBAHUE B YME

— MHe U3BeCTHBI TIOAUTHYECKIE apTyMEeHTHI,
— Ho MeHs uHTepecyIoT YeAOBeUeCKHUe AOBOABL.

O®. XepbepT. "Meccus AroHb"

OdeHb 4acTO NOA PYKOU He OKa3bIBAETCSA HU OTAQAUMKA, HU AU3acceMOAepa, HU AQ-
>Ke KOMIUASATOPA, 9YTOOBI HAOpOocaTh XOTd Obl MPUMUTUBHBINM TPAaCCUPOBIIUK. Pazyme-
€TCS, YTO TOBOPUTH O B3AOME COBPEMEHHBIX 3alJUTHBIX MEXaHU3MOB B TAKMUX YCAOBHUSIX
IIPOCTO CMEIITHO, HO YTO AEAATh €CAU JKU3Hb 3aCTaBASET?

[TpeAIoAO>KMM, UTO Y HAC €CTh IIPOCTEMNIITNM IITeCTHAAIATEPUYHEBIN PEAAKTOP, BPOAE TO-
ro, KOTOpbIM BCTpoeH B DN U, ecan oueHb 11oBe3eT, TO debug.com, BXOAAIIIUU B [IOCTABKY
Windows 1 4acTO OCTAIOIIUMCS He YAAAEHHBIM BAGAEABIIAMU MAIlIUHBI. BOT 3TUM-TO MBI U
BOCIIOAB3yeMcs. Cpa3y OroBOpPIOCH, YTO BCE OIIMCAHHOEe HUKe TpeOyeT AN CBOEro IIOHUMA-
HMS 3HQUYUTEABHOI'O YIIOPCTBA, OAHAKO, OTKPHLIBAET OOABIIINE IIPAKTUYECKUEe BO3MOKHOCTH.
BrI cMoO>KeTe, HaIpuMep, IIOCTaBUTh Ha AUCK IIAPOABHYIO 3allUTY, 3allIN(POBAaTh HECKOABKO
CEKTOPOB, BHECTH BHPYC HMAM pPa3pyLIAOIIyI0 IIPOrpaMMy M BCE€ 3TO C IIOMOIIBIO
"TIOAPYYHBIX' CPEACTB, KOTOPbIe HaBepHSIKa OKa)KyTCs B BallleM PaclOps>KeHUN.

AOAKEH HAalTOMHUTD BaM, UTO MHOTHE 13 ONMCHIBAEMBIX AeMCTBUM B 3aBUCUMOCTH OT
CUTyallUM MOI'YT CEPbe3HO KOH(MAUKTOBATH C 3aKOHOM. Tak, HalnpuMmep, paspylleHue
MH(MOPMAIlUN Ha JKECTKOM AWCKE MOJKET IIOBAeYb 3a COOOM OOABIINEe HENPUATHOCTH.
He neiTaniTech 3aHATHCA MIaHTA)KOM. EcAM BBEI MOXKeTe 3alIU(PPOBATH JKECTKUU AUCK U
YCTQHOBUTB Ha HETO IIaPOAB, TO 3TO ellle He 03HavaeT, 4TO IIOTOM 3a COOOIIeHUE NTapOAs
MOJKHO O’KMAQTh BO3HATPa>kKACHUS, @ He HECKOABKUX AT TFOPEMHOTO 3aKAIOUEHUS.

[TosTOMy BCe HU)KEONIMCAHHOE pa3pellaeTcs IPOAEABIBATh TOABKO HaA CBOUM COO-
CTBEHHBIM KOMIIBIOTEPOM HMAM C Pa3pelleHus ero BAaAeAblla. ECAM BB cOoraallaeTech C
AQHHBIMU TPeOOBAHUSIMU, TO IPUCTYIIUM.

CTPYKTYPA KOMAH/[ INTEL 80x86.

— HOTOMY TBI 1 OIIaCeH, YTO OBAAAEA CBOUMMMU CTPACTSAMU...

O®. Xepbept. "Meccus AfoHBI"

AnzacceMOAMpPOBaHME (OCOOEHHO B yMe) HEBO3MOKHO 0e3 IIOHUMaHMs TOro, KaK IIpo-
IIeCCOp MHTEepIpeTUpyeT KOMaHABL. KOHEWYHO, MOJKHO IIPOCTO 3alIOMHUTH BCE OIIKOABI
(KOABI Ollepaliii) KOMaHA U 3alMCaTh UX B TAOAWITY, KOTOPYIO [IOTOM BBIYYUTH HAU3YCTh, HO
5TO He CaMbIM AYYIINU MYTh. Y>K CAMIIKOM MHOIO IIPHUAETCS 3yOpuThb. ['0pa3po Aerde mo-
HSATH, KaK CTOSATBCS KOMAHABI, YTOOBI [IOTOM C A€TKOCTBEO Ma@HUITYAUPOBATh UMMU.

A Hadana pazbepeMcs ¢ popMaTOM MHCTPYKIIUU apxXUTEKTypHI Intel (puc. 1).

npedukc KOA, modR/M SIB cMele- HEIIOCPEeACTBEHHBIN
onepanuu HUe OIlepaH),
| Mod | Reg/Koa | R/M Scale | Index | Base |

Puc. 1. ®opmat KomaHp mpoiieccopoM x86 pupme Intel.
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3aMeTHuM, 4TO KpOMe MOAS KOAA OIllepallii BCe OCTAAbHBIE ITIOASI IBASIOTCSI Heo0sd3a-
TEeABHBIMUY, T.€. B OAHMX KOMaHAA@X MOTYT IPUCYTCTBOBATh, @ B APYTHUX HET.

CaMo noae KOA@ 3aHMMAaeT BOCEMb OUT M 4aCTO (HO He BCErAd) UMeeT CAEAYIOLINHI
dopmar (puc. 2):

HaIpas- pasMep
KOA oIlepanuu AeHUe
| perucTp
yCAOBHE NHBEPCUsI
7 | 6 | 5 | 4 3 | 2 | 1 0

Puc. 2. ®opwmart noas "Kop oneparum”.

[Toae pa3zMepa paBHO HYAIO, €CAU OIIEPAHABLI UMEIOT pa3dMep OAUH O0auT. EanHMuYHOE
3Ha4YeHMe yKa3bIBaeT Ha CAOBO (ABOMHOE CAOBO B 32-OMTHOM HAU C npedukcom 0x66 B
16-0uTHOM pe>xume).

HanpaBaenue o603HavyaeT omnepaHA-IpueMHUK. HyaeBoe 3HaueHHe IpHCBanBaeT
pe3yAbTaT IPaBOMY OIIEPaHAY, @ eAUHUIa AeBOMY. PaccMOTpUM 3TO Ha MpuMepe UHCT-
pyKIuuu mov bx, dx:

8BDA mov bx,dx
10001011b
89DA mov dx, bx
10001001b

He npaBaa AN, KaK 10 MAHOBEHUIO BOAIIIEOHOM NAAOYKU MBI MOJKEM IIOMEHSITh MeC-
TaMU ONlePaHABI, U3MEHUB Bcero opAmH 0uT? OAHAKO, A@BalTe 3aAyMaeMcs, KaK 3TO I10-
Ae OypeT BeCTu ce0sl, KOTAQ OAMH U3 OIlePAaHAOB HEIIOCPEACTBEHHOe 3HadeHue? Pasy-
MeeTCs, UTO OHO He MOYKeT ObITb IPUEMHUKOM U He3aBUCHUMO OT COAEP’KUMOTO 3TOTO
OuTa OyAeT TOABKO MCTOYHUKOM. VH>KeHeps! Intel yuman TaKyrO CUTyallUMIO M HAIIAU
OPUTMHAABHOE IIPUMEHEHMEe, YaCTO 3KOHOMIIee B AyUIlleM CAydae IIeAbIX TpU OauTa.
PaccMoTpuM cuTyanuio, KOrpa OlepaHAYy pa3MepoM CAOBO AU ABOMHOE CAOBO IIPHU-
CBAWBAaETCsA HEIIOCPEACTBEHHOE 3HaueHue 110 MOAYArO MeHblllee 0100h. fcHo, 4TO 3Ha-
YAIIUM SBASIETCS TOABKO MAGAIINM OAMT, @ CTOAIINE CAeBAa HYAU [0 IIpABUAAM MaTeMa-
TUKH MOJKHO OTOpocuTh. Ho monpoOyiiTe oO0BsACHUTE 3TO npouneccopy! IMorpebyercsa
IIOJKEPTBOBATh XOTS OBl OAHUM OUTOM, YTO OBl yKa3aTh €My Ha TaKyl0 CHUTyaluio. BoT
AASL 3TOT'O M UCIIOAB3YETCS OUT HAlIPAaBAEHUSA. PacCMOTPUM CAEAYIONIIYIO KOMAHAY:

810623016600 add w, [00123],0066
00000001

Ecau Teniephb (paar HarrpaBAEHUS YCTaHOBUTDH B EAMHUILY, TO IIPOU30UAET CACAYIOIIIHE:

8306230166 add w, [00123],0066
00000011

Takum 00pa3oM, MBI 5 KOHOMUM OAWH OaUT B 16-pa3psgpAHOM peskuMe U IIeABIX TPU —
B 32-pa3pgpoM. OTOT (PAKT CAEAyeT YYUTHIBATH IIPU HANIMCAHUM CAaMOMOAUMDUIINPYIO-
1erocss Kopa. BOABIIMHCTBO acceMOAEpOB reHepUpPYIOT BTOPOU (ONTUMU3UPOBAHHBIN)
BapUaHT, U AAMHA KOMAHABI OKa3bIBaeTCs MeHbllle okupaemMou. Ha aTom, KcTaTh, OCHO-
BaH OYEeHb AIOOONBITHBIU IIpUEM MPOTUB OTAAAUYMKOB. [locMOTpHUTEe Ha CAEAYIOIIUU
npuMep:
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00000100: 810600010200 add w, [00100],00002
00000106: B406 mov ah,006
00000108: B207 mov dl, 007
0000010Aa: CcD21 int 021

0000010C: C3 retn

[Tocae BemmoaHeHUSA HHCTPYKIUA B cTpoke 0100h mpruoOpeTeT CAEAYIOIINMI BUA;

00000100: 8206000102 add b, [00100],002
00000105: 00B406B2 add [si] [0B206],dh

AN

ip IIOCJIEe HCIIOJIHEHHSsSsI KOMAHIOBI IIPOIIECCOpPOM

To ecThb, TeKylllasg KOMaHA@ CTaHeT Ha O0auT Kopoue! W "oTpe3aHHBIM HOABL Telepb
CTaA 4aCTbhiO APYTOM KOMaHABI! Ho IIpy BEITOAHEHUHU Ha '>KMBOM' IIPOIleccope TaKoe He
IIPOM30MAET, T.K. CAEAYIOIINe 3HaueHUe ip BEIYUCATIETCS ellle AO BBINOAHEHHUST KOMaHABI
Ha CTaAUHU ee AeKOAUPOBAHUS.

CoBceM Apyroe AeAO OTAGAUUKY, 1 OCOOEHHO OTAQAUUKU-IMYASTOPHI, KOTOPBIE Yac-
TO BBIYMCASIOT 3HaUeHWe ip MOCA€ BBIMIOAHEHHSI KOMaHABI (3TO AeTde 3alporpaMMUpPO-
BaTh). B pe3yabTaTe uero HacTylaeT Kpax. MaaeHbKass TOHKOCTb — AO UAU IOCAe OKa-
3aAach POKOBOM, M BOT BaM B IIOATBEP KAEHUE AaMII SKpaHa:

cs:0100 8306000102 add word ptr [0100],02 ] ax 0000 c=0
cs:0105 00B406B2 add [si-4DFA] ,dh bx 0000 z=0
cs:0109 07 pop es cx 0000 s=0
cs:010A CD21 int 21 dx 0000 o=0
cs:010C C3 ret si 0000 p=0

3aMeTuM, 4YTO 3TOT IIPHUEM MOJKET OBITh O€CCUAEH IIPOTUB TPACCUPYIOMIUX OTAQAUU-
KOB (debug.com, DeGlucker, Cup386), TIOCKOABKY 3HAUEHHUE ip 3@ HUX BBIYKUCALET IIPO-
IIeCCOp U AEAdeT 3TO ITPABUABHO.

OpHaKo, Ha "OOBIUHBIE" OTAQAUMKM yIIpaBa BCETA@ HAMAETCS (CM. COOTBETCTBYIOIIYIO
TA@BY), @ C AOMYASIITUOHHBIMHU CIIPABUTHLCS TOPA3A0 TPYAHee, U TPUBEASHHBIN IIpUMep OAWH
13 HEMHOTUX, CIIOCOOHBIX BO3BIMETH AHMCTBUE Ha BUPTYAAbHBIN ITPOIECCOP.

[NepetipeM Tenepsb K paccMOTpeHMIO TpepukcoB. OHM AEAITCS Ha YeThIpe TPYIIIILL:

OAOKMPOBKY U TOBTOPEHUS:

OFOh LOCK npedukc

0F2h REPNZ (TOABKO AASI CTPOKOBBIX MHCTPYKITUN)

O0F3h REP (TOABKO AASL CTPOKOBBIX UHCTPYKIINN)
IIepeolpeAeAeHUsI CerMeHTa

02Eh CS:

036h SS:

03Eh DS:

026h ES:

064h FS:

065h GS:
IIepeoIpeAEAeHUSA Pa3MePOB OlIePAHAOB:!

066h

IrepeolipepeAeHrue pa3dMepoB apapeca:
067h
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Ecam nucnoap3yerca 60oaee OAHOTO IIpepUKca U3 TOU Ke CaMOM I'PYIIIIbI, TO ACUCTBUE
KOMAaHABI He OIIpEAEAEHO U I0-Pa3HOMY PEAAM30BaHO Ha Pa3HBIX TUIIAX IIPOIeCCOPOB.

[Ipedpukc nmepeonpepereHUs pa3Mepa ONEPAaHAOB HCIOAB3yeTCs B 10-pa3pspHOM
pekuMe AN MaHUIIYyAIOUU ¢ 32-OUTHBIMU OllepaHAaMU M HaoOopoT. [lpum sTom oH MO-
JKeT CTOATH Ilepep AF000OM KoOMaHAOU, HannpuMep 0x66 :CLI OyaeT paborats! A mouemy
Obl 1 HeT? VIHTepecHO, HO OTAQAUMKM 3TOTO He YUUTHIBAIOT U OTKAa3bIBAIOTCA PabOTaTh.
To >ke OTHOCHUTBCA U K A3acceMOAepaM, K npuMepy IDA Pro:

seg000:0100 start proc near
seg000:0100 db 66h
seg000:0100 cli

seg000:0102 db 67h
seg000:0102 sti

seg000:0104 retn

Ha 3TOM >ke 0OCHOBaH OAWH OY€Hb AIOOONBITHBIN IIPUEM ITPOTUBOAENCTBUS OTAQAUU-
KaM, B TOM YMCA€e ¥ 3HAMEHUTOMY OTAAAUMKY-3MYAITOPY cup386. PaccMmoTpuM, Kak pa-
OoTtaeT KOHCTPpyKOusaA 0x66:RETN. Kazanrochk Obl, pa3 KoMaHAa RETN He mMMeeT olle-
PaHAOB, TO Tpecpukc 0x66 MOKHO IIPOCTO UTHOpPHPOBaTh. Ho, Ha camoM aAeae, Bce He
Tak npocTto. RETN paboTaeT C HeIBHBLIM OllepaHAOM-perucTpoMm ip/eip. MMeHHo ero u
n3meHseT npedukrc. Pazymeercs, B peaAbHOM U 16-pa3psgpHOM peskuMe yKa3aTeAb KO-
MaHA Bcerpa oOpesaercs A0 16 OUT, U MO3TOMY, Ha IEPBHIN B3TAGA, BO3BpAT cpaboTaeT
KoppekTHO. Ho cTek-To okaxkeTcs HecOaraHCUpPOBAaHHBIM! I3 Hero BmMecTe OAHOTO
CAOBa B35AM IeAblX ABa! Tak HeTpypHO moAayuuThb U McKAodeHHe 0Ch — ncuepnianue
creka. [lompoOyliTe OoTAQAUTH 4eM-HUOYAL nmpumep cracklE.com — apaxe cup386 Bo
BCeX pe’kKUMaXxX OTKa’kKeTCsd 3TO CAeAaTh, @ Turbo-Debuger BooOie 3aBucHeT! IDA Pro nHe
CMOJKET OTCAEAUTH CTEK, @ BMeCTe C HUM BCe AOKAAbHBIE IepeMeHHEIE.

AOOONBITHO, KAKOW ITPOCTOM, HO KaKOM HAaAEKHBIM ITpueM. BrnpodeMm, caepyeT npu-
3HAaTh, uTo nepexBaT INT 0Ch mop omepalimoHHOM cucTteMor Windows OeclioAe3eH, U,
He CMOTpPS Ha BCe YXUIIPEHUS, IPUAOKEHHUE, IOPOAUBIINE TaKOe UCKAIOUeHUe, OYAEeT
0e3>Kan0CTHO 3aKpbITO. OAHAKO, B peaAbHOM peskuMe 3TO paboTaeT NpeBOCXoAHO. [lo-
npoOyuTe yOepAUuThbCa B 3TOM Ha npuMepe cracklE.com. 3abGaBHO HaOAIOAAQTH PEAKIIUIO
Pa3AVUYHBIX SMYAUPYIOLUINX OTAQAUMKOB Ha Hero. Bce oHM AMOO HEeNTPaBUABHO pabOTaloOT
(BBIOMPAIOT OAHO CAOBO M3 CTEKa, a He ABA), AMOO COBEPIIAIOT OYEeHb AQAEKUM MTepPexop
1o 32-O0uTHOMY eip (B pe3dyAbTaTe 4ero BUCHYT), AMOO, 4Yallle BCEro, IIPOCTO aBapUWHO
npekpauiamT padborty no nckarwvenuto 0Ch (Tak BepeT ceds cup386).

Emle mHTEpecHee MOAYUUTCS, €CAM ITONBITAaThCS UCIIOAHUTH B 16-pa3psgpHOM CeTMeH-
Te koMaHpAy CALL. Ecam appec mmepexopa AeXUT B IIpeAeAax CeTMEHTa, TO HU4ero He-
OOBIYHO O’KMAQTH He NpuxopuTcsa. MHcTpykimga paboTaeT HOpMaAbHO. Bce uyaeca Ha-
YUHAIOTCS, KOTAQ aApeC BBIXOAUT 3a 3TH IPaHULLL. B 3amuineHHOM 16-pa3psgpHOM pe-
>KuMe 1ipu ypoBHe npuBuAeruvi CLO ¢ 60abiiol BeposaTHOCThIO peructp EIP "ob6pexxeT-
cs" AO LIeCTHaAAlQTH OUT, U UHCTPYKIUS cpaboTaeT (HO, TOXOXKe, YTO He Ha Bcex Ipo-
neccopax). Ecam ypoBenb He CL0O, To reHepupyeTcsa uckAarouenue 3ammrtel 0Dh. B pe-
AABHOM JKe pe’KUMe 3Ta MHCTPYKIUSA MOJKET BeCTU ce0s HellpepACKaszyeMo. XOTd B 00-
IIeM CAy4Yae AOAJKHO I'eHepUupOBaThCA IpepbiBaHue INT ODh. B peaanbHOM peXuMme ero
HETPYAHO IepeXBaTUTh U COBEPIINTH AAAbHUN 'far’ mepexop B TpeOyeMbIti cerMeHT. Tak
MIOCTYyIIaeT, HalpuMep, Mosi COOCTBeHHas onepalnonHas cuctema OS\7R, patolias B pe-
aAbHOM peskuMe IAOCKYIO (flat) mopens mamatu. Pa3ymeeTcs, TaKOM HOBOPOT COOBITUU
He MOJKeT IIepe’XUTh HU OAWH OTAAAUUK. HU TpacCHUpOBIIMKN PEaAbHOTO pe’XUMa, HU
v86, Hu protect-mode debugger, 1 Aa’ke 35MYAITOPHI (HY, BO BCIKOM CAydYae, U3 TeX, 4YTO
MHe U3BECTHBI) C 3TUM CIIPAaBUTHCS HE B COCTOSIHUU.
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OAHO IIAOXO — BCe 3TH IIpHeMBI He paboTatoT 1top Windows U ADyTUMH OllepaliiOHHbI-
MM CUCTeMaMU. OTO BBI3BAHO TeM, YTO 0O0paboTKa UCKAIoUueHUs Tuia OO0I1ee HapyllleHue
3aIUTHI BCEIIEAO AEKUT Ha SIAPEe ONepaIllMOHHOM CUCTEMBI, UTO He TTI03BOASET IPUAOKEHU-
dIM PACHIOpPS’KaTbCd MM II0 CBOEMY YCMOTPEHUIO. 3a0aBHO, HO B peXHMe 3SMYASIUU
MS-DOS nekoroprsle EMS-aApaliBephl BEAYT ce0s1 B 3TOM CAydYae COBEPIIEHHO HelpeACKa-
3yemo. YHacTo npu 3ToM OHUM He reHepupyroT HU uckatoueHusa 0Ch, uu ODh. OTo caepyert
YUYUTHIBATH IPYU pa3pabOTKe 3allIUT, OCHOBAHHBIX HA IPUBEACHHBIX BHIIIE [IpUeMax.

OOpaTuM BHUMaHHE TaK JKe W Ha IOCAEAOBAaTEABHOCTH Tuna 0x66 0x66 [xxx].
Xota ¢pupMma Intel He rapaHTHpPyeT KOPPEKTHYIO pabOTy CBOMX MPOIECCOPOB B TAKOU
CUTyalluy, HO (paKTUYEeCKU BCe OHU IIPABUABHO WHTEPIPETUPYIOT TAKyIO0 CHUTYAIUIO.
MHOoe Aen0 HEKOTOpBIE OTAQAUMKU U AM3acCCeMOAEpHI, KOTOPhIe CIIOTHIKAIOTCSI W HAuM-
HAIOT HEKOPPEKTHO BeCTH ceO4.

EcThb emnie oAMH WHTEpECHBINT MOMEHT CBSI3@HHBIU C pabOTOU AeKOAepa MUKPOIIPO-
Ieccopa.

A€eKoAep 3a OAMH pa3 CUYUTHIBAeT TOABKO 16 OaWT U, ecAu KOMaHAQ 'He YMEeCTUThCS ",
TO OH IIPOCTO HE CMOJKET CUMTATh IPOAOAKEHHUE" U creHepupyeT UcKAoueHue "Oo1ee
HapylieHue 3amuTel. OAHAKO, UHaUe BeAyT ce0s1 AIMYASITOPHI, KOTOPbIe KOPPEKTHO 00-
pabaThIBaIOT "AAUHHBIE" MHCTPYKITUH.

BrpouewMm, Bce 3TO 04eHBb IPOIeCCOPHO-3aBUCUMO. HHUKakK He rapaHTHpPyeTCd coXpa-
HeHMe U IOAAePsKaHue 3TOU OCOOEHHOCTU B OYAYIIINX MOAEASTX, U IIO3TOMY 3A0YIIOTPEe0-
ASTBH 3TUM He CTOUT, MHaYe Ballla 3allIUTa OTKa’keTcd padboTaTk.

[TpeduKch TepeonipepereHUsI CeTMEHTa MOT'YyT BCTPeYaThC ITIePeA AF0OOM KOMAaHAOM, B
TOM YHCA€ U He OOpalllaroleicsd K naMaTy, HanpuMmep, CS:NOP BIIOAHE YCHEITHO BBITIOA-
HUTCS. A BOT HEKOTOpPHIe aAu3acceMOAephl couThea MoryT. K cuacthio, IDA Pro k HUM He
otHocuTcs. Camoe WMHTepecHOe, 4To KoMOuHarmsg DS: FS: FG: CS: MOV AX, [100]'
paboTaeT BIIOAHE HOPMAABHO (XOTS 3TO U He rapaHTupyercs pupmol Intel). Tlpu aTom 1mmo-
CAeAHUWU IIpepUKC B IelloOUYKe IepeKphIBaeT BCe OCTaAbHBIE. HeKoTopble OTAQAUVKM, Ha-
00OpOT, OPUEHTUPYIOTCS Ha MEePBBIN NIPe(UKC B IIEIIOYKE, YTO AQeT HEBEPHBIN PEe3yAbTaT.
OTOT IpUMeEP XOPOIII TEM, YTO BEAUKOAEITHO BBIITOAHAETC 1T0oA Windows 1 ApyTuMU Ollepa-
IMOHHBIMHU cucTeMaMu. K co’KaneHMIO, Ha A€KOAMPOBaHNE Ka’*KAOTO IpedUKCa TPATUTCS
OAVIH TaKT, ¥ BCE 3TO MOKET MEAAEHHO PabOTaTh.

BepueMcs Kk ¢popMaTy Kopa omepanuu. Belllle Oblaa ONKMCaHa CTPYKTypa IEepBOTO
Oanta. OTmeTHM, 4TO OHa (PAKTHUYECKU He AOKYMEHTHUPOBaHa, u Intel sTomy ypensaer
Bcero ABa cAaoBa. DopMaT pa3HUTCS OT OAHOM KOMaHABI K APYTOM, OAHAKO, MOXKHO BHI-
AEAVITH M HEKOTOpHIe O0IlMe npaBuAad. [IpakTHuecKu AN Ka’KAOU KOMAaHABI, €CAU peru-
cTpoM-npueMHUKOM urypupyer AX (AL), cyllecTByeT CIelUarbHBIU OAHOOAUTOBBIU
KOA, KOTOPBIM COAEPFKUT B TPEX MAQAIINX OUTaX PErUCTP-UCTOYHUK. ITOT (PAKT CAEAY-
eT YYUTHIBATH IIPU ONTUMU3AIMU. TakK, cpepu ABYX MHCTPyKOouu XCHG AX,BX u
XCHG BX,DX caAepyeT Bcerpa BHIOMpATh INEPBYIO, T.K. OHa Ha OauT Kopoue. (Kcrartu,
WHCTPYKIIMg XCHG AX,AX OoAee m3BeCTHa HaM Kak NOP. O AOCTOBEPHOCTU 3TOTO
dakTa 4acTo CHOpAT B KOHGepeHIUsaX, HO Ha crpaHule 340 pykoBoacTBa Ne24319101
"Instruction Set Reference Manual" ¢upmsbl Intel 3To yTBep>KapaeTcsi cCOBepIlIeHHO He-
ABYCMBICA€HHO. /AIOOONBITHO, YTO, BEIXOAUT, HUKTO 13 MHOTOUYMCAEHHBIX CIIOPIIUKOB He
3HAKOM Aa@’kKe C OPUTMHAABHBIM PYKOBOACTBOM IIPOU3BOAUTEAS).

AAS MHOTMX KOMaHA YCAOBHOTI'O IIEPEXO0AA YeThIpe MAAAIIINX OUTa 0003HAYAIOT YCAO-
BHUe onepanuu. TouHee roBOPS, YCAOBHE 3apaeTcd B ouTtax 1-3, a yctaHoBKa 6uTta 0 mpu-
BOAUT K €T0 MHBepcuu (Tadbaumna 1).
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Tabauta 1.
KOA, MHEMOHWKA YCAOBUE
0000 O Ilepenoanenue
0010 B, NAE Menbliie
0100 Z Pasno
0110 BE, NA MeHbIlle AU PABHO
1000 S 3HaK
1010 P, PE YeTHO
1100 L, NGE MesHsbiile (3HAKOBOE)
1110 LE, NG MeHkbllle UAY PaBHO (3HAKOBOE)

Kak BuAMM, YCAOBUM COBCEM HEMHOTO, ¥ IPOOAEM C X 3alIOMUHAHWEM OOBIYHO He BO3-
HUKaeT. Teleps y>Ke He Hy’KHO MYYUTEABHO BCIIOMUHATL 'jz' — 3T0 74h uau 75h. Tak Kak
MAQAIITHM OUT IIepPBOTO paBeH HYAIO, TO 'jz' — 3To 74h, a 'jnz', cooTBeTCTBEHHO, 75h.

Aaneko He BCe KOABI OIlepalyiii CMOTAU IIOMECTUTHCS B IepBbIlt 0auT. MH>xeHeps! Intel
33AYMAAUCh O IIOMCKE AOTIOAHUTEABHOI'O MeCTa AAG pas3MelleHUs ellle HECKOABKUX OUT u
oOpaTuAu BHMMaHMe Ha 6aiT modR/M. TToppoOHee OH omrcaH HIXKE, a TIOKa PaCCMOTPUM
IIPUBEACHHBIN BhIIIe PUCYHOK (puc. 1). Tpex-OuToBoe moae reg, copepskKallle perucTp-
HWCTOYHUK, OYEBHUAHO, HE UCIIOAB3YETCS, €CAM BCAEA 3@ HUM HAET HEIIOCPEACTBEHHBIN Olle-
paHA. Tak moueMy OBI €r0 He UCIIOAB30BAaTh AAT 3aAQHUSA Kopa omneparun? OAHAKO, Ipo-
1leccopy TpebyeTcs yKa3aTb Ha TaKylo CUTyaluio. OTo AeraeT npedukc 'OFh', pazmelieH-
HBIU B IIepBOM OaliTe KoAd. AQ, UMEeHHO IpeduKc, XOTd AOKyMeHTalus Intel atoro npsmo u
He TOATBep>kAaeT. [Tpu aToMm Ha He-MMX nponeccopax AT ero AeKOAUPOBAHUSA TpeOyeTcs
AOTIOAHUTEABHBIN TakT. Intel >ke mpeanoydTaeT Ha3bIBATh IIEPBBIM OAUT OCHOBHBIM, @ BTO-
POM YTOUHSIIOIMM KOAOM OIlepaliy. 3aMeTHM, UYTO 3TO JKe IIOAE UCIIOAB3YIOT MHOTUE WH-
CTPYKIINH, OIIEPUPYIOIINEe OAHUM OIIEPaHAOM (jmp, call). Bce 3To 0ueHb CUABHO 3aTpyAHSIET
HalnucaHue COOCTBEHHOTO acceMOAaepa/Au3acceMOAepa, HO 3aTO AQET IPOCTOP AASL CO3AQ-
HUS CAaMOMOAU(DUIIVPYIOIIETOCST KOAQ 1, KPOME TOI'O, BBI3bIBa€T BOCXUIIEHNE NH)KeHEePaMU
Intel, AO MUHMMYyMa COKPATUBIINX pa3Mepbl KOMaHA. KOHEYHO, 3TO AOCTanOCh BeChbMa He-
npocTtoi 1eHou. M paneko He Bce Am3acceMOAephl paboTatoT IpaBUABHO. C APYTOM CTOPO-
HBI UIMEHHO OAAropaps 3TOMY U CYILIECTBYIOT 3alUThI, YCIIEITHO IPOTUBOCTOSIIINE UM.

WN36exaTh TpoOAEM MOFKHO, AMIIb YeTKO IIPEACTaBAgd cebe caM IIPUHIUI KOAUPOB-
KM KOMaHA, a He IIPOCTO paboTas ¢ "MepTBOM' TaOAUIleN KOAOB olepaluii, KOTOPYIO
MHOTHE aBTOPHI BBOAAT B AU3aCCEMOAED M Ha TOM yCIIOKAMBAIOTCH, TAaK KaK BHEIIIHE BCe
paboTaeT IIPaBUABHO.

K ToHKOCTSIM KOAWPOBAHMWS KOMaHA MBI eIlle BEepHEMCS, a II0OKa MPUTOTOBHUMCSI K
pa3bopy noasgs modR/M. ABa TpeXOUTOBBIX ITOAS MOTYT 3aAaBaTh KOA PETUCTPa OOIIero
Ha3HAuYeHUd 110 CAeAYIOollel TabAulle (Tabanuna 2):

Tabaurtia 2.
8 our 16 out 32 our
oTepaH, oTepaH, oTepaH,

000 AL AX EAX
001 CL CX ECX

K 010 DL DX EDX

o 011 BL BX EBX

A 100 AH SP ESP
101 CH BP EBP
110 DH SI ESI
111 BH DI EDI
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OnsaTk MO’XHO BOCXMINATHCSI AAKOHWUYHOCTBIO MH>XeHepoB Intel, koTopwle yxuTtpu-
AHCBH BCETO B TpeX OUTaxX 3aKOAUPOBATH CTOABKO PErMCTPOB. IJTO, KCTATH, OOBSICHIET,
Io4eMy HeAb3s BBIOOPOYHO OOpamaThCd K CTAPIIUM U MAQAIIIMM OalTaM perucTpoB SP,
BP, SI, DI u, aHanOrn4HO, K CTaplleMy CAOBY BceX 32-OMTHBIX perucrpoB. Bo Bcem
"BUHOBATa" ONTUMM3AIUSA U apXUTEKTypa KoMaHA. [IpocTo HeT CBOOOAHBIX TOAEM, B
KOTOPbIe MOJKHO OBIAO OBl "BMECTUTH AOIOAHUTEAbHbIEe perucTphbl. CeropHs MBI BBIHY-
SKAEHBI pacXAeObIBaTh PE3YAbTAThl APXUTEKTYPHBIX PelIeHUM, BBITAIAEBIINMU TaKUMU
YAQUHBIMU BCET'O AMIIb AECATUAETHE Ha3aA.

OoOpaTtuTe BHUMaHUe Ha opspoK peructpoB: AX, CX, DX, BX, SP, BP, SI, DI. He-
MHOTO He 110 araBuTy, BepHOo? M 0cOOeHHO CTPaHHO B 3TOM OTHOIIIEHUY BBLITASIAUT pe-
ructp BX. Ho, ecAr IOHATE IPUYMHBL, TO HUKAKOW HYKHBI 3a[IOMHUHATH 3TO UCKAIOUEe-
HUe He OyAeT, T.K. BCe CTaHET Ha CBOM MecTa: BX — 3TO MHAEKCHBIU PETUCTP, U IIepBBIM
CTOUT CPEAU NHAEKCHBIX.

TakuM oOpa3oM, MBI y>Ke MOXKeM 'BpPy4YHYIO' 0e3 An3acceMOAepa paclio3HaBaTh B
IIECTHAAIIQTEPUYHOM AAMIIe PEerucTphl-onepaHAbl. OdeHb HENMAOXO AAG Hauvana! Uam
McaTh cCaMOMoAUUIUpPYOInica Kopa. Hanpumep:

00000000: 800E070024 or b, [00007],024
00000005: FA cli

00000006: 33CO Xor ax,ax
00000008: FB sti

OH u3MeHUT 6 cTpOoKy Ha XOR SP, SP. OTo "3aBeCUT’ MHOTHE OTAQAUUKH, U, KpoMe
TOTO, HE TIO3BOAUT AM3acceMOAepaM OTCAEKUBATh AOKAAbHBIE IIepeMeHHbIe aApecyeMble
yepe3 SP. Xotg IDA Pro u no3BoasieT CKOppeKTUPOBATh CTEK BPYYHYIO, AAS 3TOT'O HAAO
CHaYaAa IIOHATH, 4TO SP 0O0HyAMACS. B IpuBepeHHOM IIpUMepe 3TO OYEBUAHO (HO B TAa-
3@, KCTaTu, He OpOcaeTcs), a eCAU 3TO MPOU30UAET B MHOTOIIOTOUHOU cucteme? Toraa
H3MeHeHNe KOAQ OUYeHb TPYAHO OYAEeT OTCAEAUTh, OCOOEHHO B AMCTUHTEe AU3acceMOAepa.
OAHAKO, Hy’>KHO IIOMHUTB, YTO CAMOMOAUMUIINPYIOLINUNCI KOA BCe K€ YXOAUT B UCTO-
puto. CeropHsi OH BCTpPeYaeTCs BCe pesKe U pexke.

2-OuTHAas KOAMPOBKA 3-OuTHas KOAMPOBKA
00ES 000 ES
01CS 001 CS
10SS 010 SS
11 DS 011 DS
100 FS
101 GS

110 3ape3epBUpPOBaHO
111 3ape3epBUpPOBaHO

[lepBOHaYaABHO CErMEHTHBIE PETUCTPHI KOAMPOBAAUCH BCErO ABYMS OUTaMU U 3TOTO C
BIIOAHE XBATaAO, T.K. UX OBINO Bcero yeThIpe. [lo3’Ke, KOrpa KOAMYECTBO UX YBEAMYUAOCH,
IIepellIAr Ha TPeXOUTHYIO KOAMPOBKY. [Tpu aTOoM ABe KopoBBIe KoMOuHanmu (110b u 111b) B
HaCTosIIee BpeMs He IPUMEHSIIOTCS U BPSA AU OYAYT AOO@BAEHBI B OAMDKAMIIIEM OYAYILIEM.
Ho uTo ke OypeT, ecAr MONBITaThCSA UX UCIIOAB30BaTh? ['eHepana INT 06h. A BOT OTAaA-
YUKH-3MYASITOPBL MOTYT BeCTH ce0s cTpaHHO. OAHU He TeHepUpyIOT IIPU 3TOM IIpephIBa-
HUd, 4eM ceOd M BBIAQIOT, @ ApyTHe — BeAyT celsl HellpeACKa3yeMo, T.K. IIpU 3TOM Tpeldye-
MBIN PErHCTP MOKET HaXOAUTCS B OOAACTH IIaMITH, 3@HATOM APYTOU IepeMeHHOU (3TO IIPOo-
WCXOAWT, KOTAQ S4YelKa IIaMSATH OIIpEAEAsIeTCs II0 UHAEKCY PEerucrpa, IpU 3TOM
CUUTBHIBAIOTCS TPXU OUTA U CYMMUPYIOTCS C 0a301, HO HUKAK He IIPOBEPSIOTCI IIPEAECADI).
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[MToBepeHME AM3acceMOAEPOB Tak Ke pa3Hoobpas3Ho. Bor, Hanpumep,

Hiew:

00000000: 8E ?2?7
00000001: F8 clc
00000002: C3 retn
view:

0000000: 8EF8 mov
00000002: C3 ret
IDA Pro:
seg000:0100 start db
seg000:0101 db
seg000:0102 db

Is,ax

8Eh
0F8h
0C3h

Kcratn, IDA Pro BooOI11Ie OTKa3bIBaeTCsI aHAAU3UPOBATh BECH ITIOCAEAYIOIINU KOA. Kak
5TO MOJKHO HCIIOAB30BaTh? /Aa OYeHb IIPOCTO — €CAM 3MYAMPOBATH €eIlle ABa CEIMEeHTHBIX
perucrpa B oopaboturike INT 06h, TO O4eHb TPYAHO 3TO OYAET KaK OTAQKUBATh, TaK U AU-
3acceMOAUpPOBATh IporpaMmy. OAHAKO, 3TO OIIITh-TaKU He paboTaeT 1mop Win32!

YrupaBasitolue/0TAaAOYHBIE PETUCTPHI KOAUPYIOTCS HUXKECAEAYIOIINM 00pa3oM:

YpaBagrolyie perucTphl

000
001
010
011
100
101
110
111

CRO
3ape3epBUPOBAHO
CR2
CR3
CR4
3ape3epBUPOBAHO
3ape3epBUPOBAHO
3ape3epBUPOBAHO

OTAQAOUYHBIE PETUCTPHI
DRO
DR1
DR2
DR3
3ape3epBUPOBAHO
3ape3epBUPOBAHO
DR6
DR7

3aMeTuM, 9TO KOABI OTepaliuii MoV, MaHUIYAUPYIOIIUX 3TUMH PErucTpamu, pas-
AWYHBI, TO3TOMY-TO ¥ BO3HUKAaET Ka’kylleecs coBrmapeHre nmMeH. C yImpaBASIOIIUMHA pe-
THUCTPaMU CBSI3aHA OAHA AFOOOMBITHasE Meroub. Permctp CR1, Kak mM3BECTHO GOABIITUH-
CTBY, B HaCTOsIIIlee BpeMs 3ape3epBUPOBaH U He UCIIOAB3yeTCsI. Bo BCIKOM CAydae, Tak
HAIMCAaHO B PYCCKOSI3BITYHOU AOKyMeHTaruu. Ha camom aeae peructp CR1 mpocTo He
cymtectByetr! U Arobas mombITKa oOpaIeHns K HeMY BBI3BIBAE€T T€HEepaIuio MCKAIOYe-
Hue INT 06h. Hampumep, cup386 B peskuMe SMYASIIUH MPOIeccopa 3TOTO He YIUTHI-
BaeT M HeBEepPHO HCIIOAHSET IporpaMMy. A Bce am3acceMOAepHl, 3a NCKAoueHneM IDA
Pro, HeNpaBUABHO AM3aCCEMOAMPYIOT 3TOT HECYIIECTBYIOIUN PETUCTP:

IDA Pro:

seg000:0100 start db OFh
seg000:0101 db 20h
seg000:0102 db 0C8h
seg000:0103 db 0C3h
Sourcer:

43C5:0100 start:

43C5:0100 OF 20 cC8 mov eax,crl
43C5:0103 cC3 retn

UAU:

43C5:0100 start:

43C5:0100 OF 20 F8 mov eax,cr?
43C5:0103 C3 retn
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Bce 3T KOMaHABI Ha CAaMOM AeAe He CYIIeCTBYIOT M IIPUBOASAT K BBI30OBY IIpephIBa-
Husag INT 06h. He Tak oueBMAHO, IpaBpa? U ele MeHee 04eBUAHO OOpallleHHE K pe-
ructpaM DR4-DRS. Tlpu oOpaleHMM K HUM HCKAIOUEHUSI He reHepupyercsa. Mexay
npouny, IDA Pro 3.84 puzacceMOAMpPYeT He BCe PETrUCTPhI. 3aTO BEAMKOAEIHO WX ac-
ceMOAMpYeT (KCTaTH, acceMOAep 3TOT OBIA AOOaBAEH ADYTHM Pa3pabOTINKOM).

[ToAb3ysach caydaeM, akIeHTUPYeM BHUMaHWE Ha CAOJKHOCTIX, KOTOPBIE IIOACTepe-
raloT IIPpW HAINMCAHUM COOCTBEHHOTO acceMOAepa (Au3acceMOAepa). AOKyMeHTalusg
Intel mecTaMu Bce ke HEAOCTATOYHO SICHA (KaK B IPUBEACHHOM IpuUMepe), 1 HeaKKy-
PaTHOCTH B OOPAllleHNH C Hel IPUBOAUT K OIIMOKaM, KOTOPBIMHU MOYKeT BOCIIOAB30BAaTh-
Cs1 pa3pabOTUMK 3alIUTHI IIPOTUB XaKepPOB.

Teneps mmeperipeM K OIIUCAHUIO PEXUMOB aApecalinu MUKponpolieccoposB Intel. Te-
Ma OYeHb MHTepeCHasd W IIO3HaBaTeAbHAas He TOABKO AAS ONTHUMU3ALMU KOAQ, HO U AAG
OOPBLOBI C OTAAAUUKAMU.

[TepBBIM KAIOUEBBIM dIAEMEHTOM sBAsieTcs 6aiT modR/M.

mod reg R/M

Puc. 3. ®opwmart 6aiita modR/M".

Ecau 'mod’' copepxuT '11b', ToO ABa CAEAYIONTUM TTOAS OYAYT IPEACTaBASITH COOOM pe-
TUCTPHI. (DTO TaK Ha3bIBaeMasi perucTpoBas appecanus). Hanpumep:

00000000: 33C3 Xor ax, bx
11 000 011
00000000: 32C3 Xor al, bl

———11 000 011

Kak oTMeuaaoch BhIIIe, 10 6aiTy modR/M HeAb3sd TOUHO yCTaHOBUTL PETUCTPHI. B
3aBUCUMOCTH OT KOAQ olepaluu U IpedUuKCcoB padMepa OIepaHAOB, Pe3YALTAT MOJKET
KOPEeHHBIM 06pa3oM MEeHSIThCS.

BuThl 3-5 MOTYyT BMECTO OIpeAeAeHUs] PeTUCTPa YTOUHSThH KOA Ollepalluu (B CAydYaH,
€CAY OAUH M3 OIIePaHAOB MPEACTaBAEH HEIOCPEACTBEHHBIM 3HaueHUueM). Maaaliue Tpu
OuTa BCeraa AmO0 PerucTp, AuOO crocobd appecaliii, 4YTO 3aBUCHUT OT 3HaueHUs mod'. A
BOT OUTHI 3-5 HMKAK He 3aBUCAT OT BHIOPAHHOTO pe’kKUMa aApecallud M 3apaloT BCerpa
AMOO PEerucTp, AUOO HEMOCPEACTBEHHBIN OTIEPAHA,

®opmart noas R/M, cTporo roBopsi, He AOKYyMEHTUPOBaH, OAHAKO AOCTATOYHO Oue-
BUAEH, UTO IIO3BOASIET U30eXaTh YTOMUTEABHOTO 3alIOMMHAHMs COBEPIIEHHO HEAOTHY-
HOM Ha EePBBIN B3TASIA TAOAUMITBI appecalinii (Tadbaulia 3).

L x [ x [ X |
/ \
0 - HeT 6a3uUpoOBaHU4 :
1 - ecTb Oa3upoBaHMe

2-
2-

3-nour =0, x:'0'-6a3aBX, 'l'-BP
3-nour = 1, x:'0' - ”HAEKCHBIN perucTp, '1' - 6a30BbIN

Puc. 4. ®opwmat nmoass ' R/M'.

B03MO>XHO, KOMY-TO 3Ta CXeMa TTOKa’kKeTCsI BUTHEeBAaTOU U TPYAHOU AAS 3allOMUHA-
HVs, HO 3yOPUTH BCe PEKUMBI 0e3 MaAeHIIero MOHATHUSI MeXaHN3Ma UX B3auMOAEUCTBUS
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elje TpyAHee, KpoMe TOro, HeT HUKAKoTro crnocoba cedsi TpOBEPUTh U IPOKOHTPOAUPO-
BaTh OMIMOKMU.

AeNncTBUTEABHO, B ToAe R/M Bce Tpu 6UTa TECHO B3aMMOCBS3aHbl, B OTAUYUU OT TI0-
A mod, KOTOPOe 3aAaeT AAUHY CAEAYIOIIEero IAeMeHTa B OalTax.

[Reg+Reg]
Koa 00 reg Mem
onepanuu
7 0 7 0
[Reg + Reg + Offset8]
Koa 01 | reg | Mem Offset 8
onepauuu
7 0 7 0
[Reg + Reg+ Offset16]
Koa 10 reg Mem Offset 16
onepauuu
7 0 7 0

Puc. 5. dopmaT KOMaHABI B 3aBUCUMOCTH OT ITOAST 'mod'.

PazymeeTcs, He MO>KeT OBITH cMellleHus offset 12', (T.K. mpoiieccop He OlepupyeT C
IIOAYTOPHBIMU CAOBaMM), @ KoMOHHaIus '11' yka3bsIBaeT Ha peruCcTPOBYIO aApecaluio.

Mo>keT BO3HUKHYTBH BOIIPOC, KaK CKAAABIBAThH C 16-OUTHBIM perucrpoM 8 OUTHOe cMe-
meHne? KoOHEUHO, HEeIOCPEACTBEHHOMY CAOJKEHMIO MelllaeT HeCOBMEeCTUMOCTh TUIIOB, I10-
3TOMY IPOIeCCOP CHaYaAa PacIIupseT 8 OUT A0 CAOBA C YUeTOM 3HaKa. [loaToMy, Apana3oH
BO3MOJKHBIX 3HAQUEHUU cOCTaBAsgeT OT -127 po 127. (uam ot -0x7F po 0x7FF).

Bce BBINIeCKa3aHHOE ITPOUAAIOCTPUPOBAHO B IPUBEAEHHOM HUXKe TabAauie 3. O0pa-
TUM BHHMaHHNe Ha AIOOONBITHBIM MOMEHT — aApecanua Ttuma [BP] orcyrcrByer. Ee
OAVMDKAQUIIMM 5KBUBaAreHTOM saBageTca [BP+0]. Otciopa caepyer, 4To AAT 9KOHOMUU
CAepAyeT n30eraThb HEIIOCPEACTBEHHOI'O MCIOAB30BaHUA BP B KauecTBe MHAEKCHOTO pe-
ructpa. BP Mo>keT OBITH TOABKO 0azou. M mov ax, [bp] XOTS M BOCOPUHUMAETCS
AIOOBIM acceMOAepOM, HO acceMOAUpyeTcsl B mov ax, [bp+0], 4To Ha OAUT AAWHHEe.

HccaepoBaB IPUBEAEHHYIO HUJKe TaOAUITY 1, MOJKHO TPUUTU K BBIBOAY, UTO appeca-
s B npoiieccope 8086 Obira AOCTaTOYHO HeypOOHOU. CHABHee BCero CKas3blBaAOCH TO
OorpaHMYeHMe, YTO B KaueCcTBe MHAEKCAa MOTAU BBICTYIIATh TOABKO TpHU peructpa (BX, SI,
DI), korapa ropasao udaiiie Tpeb0BaAOCh UCITOAB30BATH AAS 3TOTO CX (HampuMep, B IIUKAE)
nam AX (Kak Bo3BpalaeMoe OyHKIIUel 3HaUeHue).

[TosTtomy, HaunHasa ¢ npoueccopa 80386 (aArg 32-pa3psAHOTO pe’XKMMa), KOHIENIUI
aapecalui Owbiaa nepecMorpeHa. Iloae R/M cTano Bcerpa BhIpa’kaTh PETUCTP He3aBU-
CUMO OT cIIoco0a ero MCIIOAb30BaHMs, 4YeM CTaAO YIPaBASATHL HmoAe 'mod’, 3aparoliue,
KpOMe perucTpoBOM, TPU BUAQ aApeCAlluu:

mod aApec

00 [Reg]

01 [Reg+ 08]
10 [Reg + 32]
11 Reg

BuaHo, uro moAe 'mod’ mo-mpe>kHeMY BBIPpa’KaeT AMHY CAEAYIOIIEro IIOAS — CMelle-
HU, pa3Be YTOo C y4eToM 32-OMTHOIO Pe’KUMa, TAe BCe CAOBA PACIINPSIOTCA A0 32 OUT.
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HammomuuwM, uto ¢ momomipio npedukca 0x67 MOKHO U B 16-OUTHOM pe>kuMe HC-
IMOAB30BaTh 32-OMTHBIN PEKUMBI aApecaniuu, 1 Ha000poT. OAHAKO, IIPU 3TOM MBI CTaA-
KMBaeMCs C UHTEPECHBIM MOMEHTOM — Pa3pSaAHOCTb MHAEKCHBIX PETHUCTPOB OCTAETCSI
32-6uTHoi U B 16-6UTHOM pexume!

B peaabHOM peskuMe, TAe HET HOHATHS I'PAHUL] CETMEHTOB, 3TO AeUCTBUTEABHO OyAEeT
paboTaTh TakK, KaK BBITASIAUT, U MBI CMOJKEM aApeCcoBaTh IlepBble 4 MeradbamnTa IIaMAaTH
(32 O6uTa), 9YTO MO3BOAUT IIPEOAOAETH II€YAABHO M3BECTHOE OIpaHWYeHMe pa3Mepa cer-
MeHTa 8086 mporjeccopoB B 64K. Ho Takue IpUAOKEHUS OKa’KyTCS HEXKH3HEeCIIOCO0-
HBIMU B 3alllMIeHHOM UAM V86 pexxmume. [lombITKa BBIA€3TH 3a I'paHUIly 64K cermeHTa
BBI30BeT UcKAtoueHre 0Dh, 9yTo npuBeapeT K aBTOMAaTH4eCKOMY 3aKPBITHUIO ITPUAOKEHN,
CKa’keM, Iop ynpaBaeHreM Windows. AHAAOTMYHO IIOCTYHAIOT U OTAQAUUKU (B TOM
YHCAEe U MHOTHE 3MYASITOPHI, BKAIOYasd cup386).

CeropHsI aKTyaAbHOCTB 3TOTO IIpUeMa, KOHEYHO, 3HQUUTEABHO CHU3UAACH, IIOCKOAb-
Ky 'ToAabii DOS" nmpakTruuecku y>kKe He BCTpPedaeTcs, a pe’KuM ero amyasiuu Windows
KpalHe HeyAOO€eH AT TTIOAB30BaTEAEH.

Tabaurtia 3.
16-pa3pspHBIN PEKUM 32- pa3spsaAHBIA pESKUM
aapec Mod R/M aapec Mod R/M
[BX+SI] 00 000 [EAX] 00 000
[BX +DI] 00 001 [ECX] 00 001
[BP + SI] 00 010 [EDX] 00 010
[BP + DI] 00 011 [EBX] 00 011
[S]] 00 100 [--11--1 00 100
[DI] 00 101 cmern32 00 101
cmen16 00 110 [ESI] 00 110
[BX] 00 111 [EDI] 00 111
[BX + SI] + cmew18 01 000 cmem8[EAX] 01 000
[BX + DI] + cmewi8 01 001 cmem8[ECX] 01 001
[BP + SI] + cmem8 01 010 cMme8[EDX] 01 010
[BP + DI] + cmemni8 01 011 cmem8[EBX] 01 011
[SI] + cmems8 01 100 cmetn8[--][--] 01 100
[DI] + cmem8 01 101 cmeni8[ebp] 01 101
[BP] + cmem8 01 110 cmem8[ESI] 01 110
[BX] + cmem8 01 111 cmet8[EDI] 01 111
[BX + SI] + cmerr16 10 000 cmen32[EAX] 10 000
[BX + DI] + cmenz 16 10 001 cme32[ECX] 10 001
[BP + SI] + cmen16 10 010 cmei32[EDX] 10 010
[BP + DI] + cmenn16 10 011 cmein32[EBX] 10 011
[SI] + cmemns16 10 100 cmen32[--][--] 10 100
[DI] + cmemn16 10 101 cMmet8[ebp] 10 101
[BP] + cmemn16 10 110 cmetn8[ESI] 10 110
[BX] + cmens 16 10 111 cmem8[EDI] 10 111

WM3yuuB 3Ty TaOAMILy, MOKHO IPUWUTU K 3aKAIOUEHMIO, YTO CHCTeMa aApecaliuu
32-6uTHOTO pe’kuMa KpaliHe CKyAHasl, U HU Ha UTO cepbe3Hoe ee He XBaTUT. OAHAKO, 3TO He
TaK. B 386+ mosBurAcs HOBBIN O6aUT SIB, KOTOpHIH pacim@poBbiBaeTcs 'Scale-Index Base'.

[Tpo1eccop OyAeT XpaThb ero BcAep 3a R/M Bcskuil pas3, KOTAQ MOCAEAHUN paBeH
100b. OTu; moas oTMedeHBI B TaOAMIle Kak '[--]'. SIB xopolio AOKyMeHTUpPOBaH, U Ha-
3HAUEHUs ero MoAel MoKa3aHbl Ha pucyHKe 6. HeT coBepiiileHHO HUKaKOW HeOOXOAMMO-
CTHU 3a3yOpUBaTh TAOAUITY apApecalui.
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| Scale | Index Base |
7 6 5 2 0
Puc. 6. ®opram noas 'SIB'.
'‘Base' aTo 6a30BBIN peructp, Index' — MHAEKCHBIN, a ABa OaliTa 'Scale’ — 3To cTe-

IIeHb ABOMKU AASI MaciiTabupoBaHus. [losgcHUM BBepeHHBIe TepMUHBL. Hy, 4To Takoe
WHAEKCHBIN perucTp, NoHaTHO BceM. Hanpumep SI. Teneps jke B KaueCTBe MHAEKCHOT'O
MO>KHO HUCIIOAB30BaTh AIOOOM perucTp. 3a UCKAIOYeHHeM, IpaBAad, SP; BmpoueM, MOKHO
BBEIOWPATH M €ro, HO 00 3TOM MO33Ke.

Ba3oBbIM perucrp, 3TO TOT, KOTOPBIM CYMMHUPYETCS C MHAEKCHBIM, HaIpuMmep,
[BP+ SI]. Anarormuno, 6a30BBIM Tellepb MOKET OBITh AF0O0OU peructp. [Ipu 3ToM ecThb
BO3MOJKHOCTH B KauecTBe 0a30BOT0 BEIOpPATh SP. 3aMeTuM, 4TO eCAM MBI BEIOEpEM 3TOT
perucTp B KauecTBe UHAEKCHOTO, TO BMecTO 'SP' moAydrMM — "HHKaKOM': B 3TOM CAydae
appecanuel OyAeT yIPaBASITE TOABKO 0a30BBINM PETUCTp.

Tabaurtia 4.

Base EAX | ECX | EDX | EBX | ESP | EBP*| ESI | EDI

000 001 010 011 100 101 110 111

Index S lIecTHaAllaTepuyHble 3HaueHUud SIB

[EAX] 000 00 00 08 10 18 20 28 30 38
[ECX] 001 01 09 11 19 21 29 31 39
[EDX] 010 02 0A 12 1A 22 2A 32 3A
[EBX] 011 03 0B 13 1B 23 2B 33 3B
HeT 100 04 0C 14 1C 24 2C 34 3C
[EBP] 101 05 0D 15 1D 25 2D 35 3D
[ESI] 110 06 OE 16 1E 26 2E 36 3E
[EDI] 111 07 OF 17 1F 27 2F 37 3F
[EAX*2] 000 01 40 48 50 58 60 68 70 78
[ECX*2] 001 41 49 51 59 o1 09 71 79
[EDX*2] 010 42 4A 52 5A 62 0A 72 7TA
[EBX*2] 011 43 4B 53 5B 03 0B 73 7B
HeT 100 44 4C 54 5C 04 oC 74 7C
[EBP*2] 101 45 4D 55 5D 065 oD 75 7D
[EST*2] 110 46 4E 56 S5E 06 oE 76 7E
[EDI*2] 111 47 4F 57 5F 07 oF 77 7F
[EAX*4] 000 10 80 88 90 98 A0 A8 BO B8
[ECX*4] 001 81 89 91 99 Al A9 B1 B9
[EDX*4] 010 82 8A 92 9A A2 AA B2 BA
[EBX*4] 011 83 8B 93 9B A3 AB B3 BB
HeT 100 84 8C 94 9C A4 AC B4 BC
[EBP*4] 101 85 8D 95 9D Ab5 AD B5 BD
[EST*4] 110 86 8E 96 9E Ab AE B6 BE
[EDI*4] 111 87 8F 97 9F A7 AF 77 BF
[EAX*8] 000 11 Co C8 DO D38 EO E8 FO F8
[ECX*8] 001 C1 C9 D1 D9 E1l E9 F1 F9
[EDX*8] 010 C2 CA D2 DA E2 EA F2 FA
[EBX*8] 011 C3 CB D3 DB E3 EB F3 FB
HeT 100 C4 CcC D4 DC E4 EC F4 FC
[EBP*8] 101 C5 CD D5 DD E5 ED F5 FD
[EST*8] 110 Cob CE D6 DE E6 EE Fo FE
[EDI'8] 111 C7 CF D7 DF E7 EF F7 FF




Kris Kaspersky. "Tornkoctn pAnzacceMOAMpOBaHUS" 13

Hy u, HakoHer, MaciITabupoBaHue — 3TO YHUKAAbHASA BO3MOXHOCTb YMHO>KATh WH-
MAEKCHBIU peructp Ha 1,2,4,8 (T.e. cTenneHb ABOMKH, KOTOpas 3aAaeTcs B moAe Scale). Ito
OYeHb YAOOHO AASI AOCTYTIA K PA@3AMYHBIM CTPYKTYpPaM AQHHBIX. [IpW 3TOM MHAEKCHBIN
PETUCTP, ABASIOIINMNCA OAHOBPEMEHHO U CYETYMKOM IIMKAQ, OyAeT YKa3bIBaThb HA CAe-
AVIOIIUU DAEMEHT CTPYKTYPHI Aa’Ke IIPU €eAMHWYHOM Illare IWKAA (4TO Yallle BCEero u
BCTpeuaeTcs). B TabAuiie 4 moka3aHBI BCe BO3MOJKHBIE BApUAHTHI 3HaUeHNM Oatita 'SIB'.

Ecam nipu aTOM B KauecTBe 0a30BOro perucrpa o0yaet BeiopaH EBP, To moayueHHBIN
pexuM appecanmm OypeT 3aBuceTh oT oA MOD mpepwipyiiero 6anta. Bo3MOXKHBI
CAeAYIOIINEe BApUAHTHI:

mod AEUCTBUE

00 cmemenne3? [index] — peructp EBP B appecanuu He yuyacTByeT!
01 cmemreHned [EBP] [index]

10 cmemenne3?2 [EBP] [index]

WTak, MBI IIOAHOCTBIO Pa300paAuCh C KOAUPOBKOM KoMaHpA. OCTaAOCh AUIIL BbI-
VUYUTh HEIIOCPEACTBEHHO caMy TaOAWITy KOAOB, M MOJKHO OTIPABASITHCS B AAMHHBIN U
TEePHUCTHIU IyTh HAIIUCAaHUs COOCTBEHHOTO AU3acceMOAepa.

3a 3TO BpeMs, HaA€IOCh, Y BAaC PA30BBIOTCSI AOCTATOYHbIE HaBBIKU AASL aCCEMOAUPO-
BaHUs/AM3acCceMOAMPOBaHMUS B yMe. BipoueM, ecTb MHOXeCTBO 3(p(eKTUBHBIX IIpHe-
MOB, IIO3BOASIONIUX OOAEIYUTh cell Tpya. Huke g mokaxy HeKoTopble u3 HuUX. Ilompo-
OyeM 0e3 apmzaccemOaepa B3aoMaTh crackmell.com. AAg 3TOTO pa’ke He 0093aTEABHO
IIOMHUTH KOABI BCEX KOMaHA!

00000000: B4 09 BA 77 01 CD 21 FE C4 BA 56 01 CD 21 8A OE | ,.ew.k!.”eV.k!K.
00000010: 56 01 87 F2 AC 02 EO E2 FB BE 3B 01 30 24 46 81 | V.3.M.pT.h;.0SFB
00000020: FE 56 01 72 F7 4E 02 OC 81 FE 3B 01 73 F7 80 F9 | .V.riIN..B.;.s.A.
00000030: C3 74 08 B4 09 BA BE 01 CD 21 C3 BO 94 29 9A 64 | “t.,.eh.k!"“BP)Bd
00000040: 21 ED 01 E3 2D 2A 70 41 53 53 57 4F 52 44 00 6F | !s.y-*pASSWORD.o
00000050: 6B 01 20 2A 04 BO 20 00 00 00 00 00 00 00 00 00 | k..*.Be..oonn....
00000060: 00 00 00 00 00 00 00 00 OO OO OO0 OO0 00 00 00 00 | weveveennennennnn
00000070: 00 00 OO0 00 00 00 00 43 72 61 63 6B 20 4D 65 20 | ....... Crack Me

00000080: 20 30 78 30 20 3A 20 54 72 79 20 74 6F 20 66 6F | O0x0 : Try to fo
00000090: 75 6E 64 20 76 61 6C 69 64 20 70 61 73 73 77 6F | und valid passwo
000000A0: 72 64 20 28 63 29 20 4B 50 4E 43 OD OA 54 79 70 | rd (c) KPNC..Typ
000000BO: 65 20 70 61 73 73 77 6F 72 64 20 3A 20 24 0D OA | e password : $..
000000C0: 50 61 73 73 77 6F 72 64 20 66 61 69 6C 2E 2E 2E | Password fail...
000000D0: 20 74 72 79 20 61 67 61 69 6E 0D OA 24 | try again..$

HTak, AASL HauaAa mouineM, KTO BRIBOAUT TeKCT 'Crack me... Type password:'. B ca-
MOM (palire Had4aAO TEKCTa PAaCIIOAOKEeHO co cMmellleHueM 77h. CaepOBAaTEABHO, YUUTHI-
Bas, 4TO com (palAbl 3arpy>katoTcs, HaunHasa co cMetenusa 100h, apdekTrBHOE CMelte-
Hue, paBHgercd 100h+77h=177h. VYuuTbiBag oOpaTHOe PACIOAOKEHWEe CTapIINuX U
MAQAIIUX OAMT, UIleM B (parire TOCAeAOBATEABHOCTE 77h O1h.

00000000: B4 09 BA 77 01 CD 21

Bor ona! Ho uTo npeacrtaBaser cobolrt kop 0BAh? [TonmpoOyeM OonpepeAnTh 3TO IO
TpeM MAapamuM OumtamM. OnHu npuHaprexar peructpy DL(DX). A 0B4h 09h — »sTO
* AH, 9. Tenepb HETPYAHO AOTAAQTLCs, UTO OPUTUHAABHBIN KOA BBITASIAEA KaK:

MOV AH,9
MOV DX,0177h
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U 510 nipu TOM, 4TO He TpeOyeTcsa NOMHUTEL KopA KoMaHABL MOV! (XoTg 3TO oueHb
pacnpocTpaHeHHasa KOMaHAA U 3aIIOMHUTH ee KOA BCe JKe He IIOMeIIaeT).

Bri3oB 21-ro npepeiBanug 0CDh 21h AerKo OTBICKATh, €CAM 3aIIOMHUTD €0 CUMBOAb-
HOe NIpeACcTaBAeHUe '=!' B IpaBOM OKHe AaMIla. Kak HETPYAHO BUAETH, CAEAVIOIINM BhI-
30B INT 21h aexuT uyTh npasee 1o appecy 0Ch. I'lpu satom DX ykaswsiBaeT Ha 0156h.
3To coorBeTcTBYeET cMeleHnto 056h B paiine. HaBepHaKa 3Ta yHKIUSA YUTAET IIaPOAD.
Yro X, yKe Tenaee. OcTaeTcs BHIICHUTH, KTO U KaK K HeMy oOpalaercd. 7KAaTh Ipu-
AETCS HEAOATO.

dTEeHHE CTOKH

—

00000000: B4 09 BA 77 01 CD 21 FE C4 BA 56 01 CD 21 8A OE«— 00 001 110
00000010: 56 01 87 F2 AC 02 EO0O E2 FB BE 3B 01 30 24 46 81 \

CMelleHHe IIapoJis cMmeneHuel6
CL(CX) BP

[Tpu pa3bope Oautta OEh He 3a0yabTe, uTO appecanyu [BP| He cymiecTByeT B ipupo-
Ae. Bmecto atoro mel noayunM [offset16]. Ha padmep perucrpa u IpreMHUK pe3yAbTaTa
YKa3bIBAIOT ABa MAaamux ourta 6anta 08BAh. Oum paBHBI 10b. CAepOBaTEABHO, MBI UMe-
eM peno ¢ peructpoMm CL, B KOTOPBINM 3allMChIBAETCS CopepkuMoe ssuerku [0156h].

Bce, 3HaKOMBIE ¢ acCeMOAEPOM YCMOTPAT B 3TOM A€UCTBUU 3arPy3Ky AAMHBI TaPOAS
(mepBBIM OAUT CTPOKH) B cueTunK. Henmnoxo ang Hadyanra? MBI yoke An3acceMOANPOBAAU
yacTh parira U IpU 9TOM HaM He MOTpebOBaAOCh 3HaHKeE HU OAHOTO KOAA ollepaliuy, 3a
HCKAIOUeHreM, ObITh MoskeT, 0CDh, cooTBeTcTBYyIOIIero komanae 'INT'.

Bpsip A MBI cKaXkeM, 0 yeM roBopuT Kop 087h. (BmpoueMm, oOpalllagd BHUMaHue Ha
ero OAM30CTh K omepaliuu NOP, IBASIONIENCS TICeBAOHUMOM 'XCHG AX, AX', MOXXHO AO-
rapathbes, yTo 087h — aTo Kop, ontepaniuu XCHG). OOpaTuM BHUMAaHUeE Ha CBSI3aHHBIU C
HuM O0auT OF2h:

F2 -> 11 110 010

2 t
Reg/Reg SI (DX)

Kak He TpyAHO AOTaAQThLCS, 3Ta KOMaHAa 3aHOCUT B Sl cMmellieHMe TapoAsi, copepsKa-
muecss B DX. OTOT BBIBOA MBI A€AdeM, TOABKO MCXOAS U3 CMBICAOBOTO 3HAUEeHUS PETUCT-
POB, IOAHOCTBIO UTHOPUPYS KOA KOMAHABL. K cOo’KaaeHHIo, 3TOTO HEAB3s CKa3aTb O CAe-
ayrouieMm Oante - 0ACh. 3T1o kop onteparuu LODSB, U €ro IPUAETCS IIPOCTO 3aIIOMHUTb.

0x02 — 3TO KOpA, ADD, @ CAEAYIOLIWM 3@ HUM O0auT — 3TO0 AH,AL (He OyAy OOAbIIe
MIOBTOPSITH, KaK 3TO OBIAO TTIOAYUYEHO).

0xE2 — 5T0 KOA onieparnimu LOOP, a CAEAYIOUINM 3a HUM OaUT — 3TO 3HAKOBOE OTHO-
CUTEeABHOE CMellleHUe ITepexoAa.

00000010: 56 01 87 F2 AC 02 EO E2 FB BE 3B 01 30 24 46 81
1\5 _

YTOoOBI NPEeBpaTUTh €ro B 3HAKOBOE IleA0e, HEOOXOAUMO AOIOAHUTH €ro A0 HYAL,
(onepanuss NEG, KOTOPYIO OOABIIMHCTBO KaABKYASITOPOB He MOAAEP KUBaloT). TOT ke ca-
MBIN pe3yAbTaT MBI TOAy4YnM, ecArl oTHUMeM oT 0100h ykazaHHOe 3Ha4yeHUe (B TOM CAydYae,
€CAY Pa3roBOp UAET O Oaiite). B HallleM mpumMepe 3TO paBHO IATH. OTCUuMTaeM ISATh OAUT
BAEBO OT HadaAa CAeAymolieili KoMaHABL. Ecau Bce caeAaTh MPaBUABHO, TO BBIYMCACHHBIN
IIepexoA AOMKEH yKasbiBaTh Ha 0auT OACh (komaHapa LODSB), BIIpOYEM, IIOCAEAHEEe OBIAO
SICHO U 6€3 BBIUMCAEHNUH, 100 APYTHX BapHUaHTOB, II0-BUANMOMY, He CYII[eCTBYET.
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[MTouemy? Aa OpoOCTO AaHHAS IPOIleAypa MOACUYeTa KOHTPOABHOM CYMMBI (MAU TOY-
Hee Xelll-CyMMbl) OUYeHb TUIIMYHA. BopoueM, He CTOUT BCeraa IoAaraThCs Ha CBOIO MH-
TYMIIWIO U "yTaAbIBaTh KOA, XOTSI 3TO BCe Ke CUABHO YCKOPSIeT aHaAU3.

C Apyro¥ CTOpOHBI, Xakep 6€3 UHTYHUIIUY - 3TO He Xakep. AaBaliTe IPUMEHUM Hally
WHTYUIUIO, YTOOBI 'BBIUMCAUTE', YTO NPEACTaBASIET COOOM KOA CAEAVIOIIEM KOMaHABHI.
Bcmmomuum, yto 0B4h (10110100b) — 3TO MOV AH, imm8.

OBEh oueHb OAM3KO K 3TOMY 3HAYE€HUIO, CA€AOBATEABHO, 3TO onepanuga MOV. Ocra-
AOCH OTIPEAEAUTH PETUCTP-TPHUEMHUK. PaccMOoTpuM 06e KOMaHABI B ABOUYHOM BUAE:

MOV AH, imms8 MOV 22, 27?7
1011 0 100 1011 1 110
K
'mod / AH (SP) 'mox%' ]§H (SI)
pasMep pasMep

Kaxk y>ke TOBOPUAOCH BEIIIIE, MAQAIIIHE TPU OUTa — 3TO KOA peructpa. OpHAKO, ero
HEBO3MOJKHO OAHO3HAUHO OIPEAEAUTh Oe3 yTOHUeHMs pa3Mepa olepaHpa. OOpaTtum
BHUMaHUeE Ha TpeTuM (cumrad oT HyAd) ouT. OH paBeH HyAIO pAad AH u eprHUMIlE B Ha-
IIIeM CAy4Yae. PUCKHEM MPEATIOAOKUTE, YTO 9TO U eCTh OUT pa3dMepa ollepaHAQ, XOTs 3TO-
ro IBHO M He yTOuHseT Intel, HO BEITEKaeT 13 cCaMOM apXUTEKTYypPhl KOMaHA U YCTPOUCTBa
AeKoAepa MUKpOITpoIleccopa.

OOpaTuM BHMMaHUe, 4YTO 3TO, CTPOTrO rOBOPS, YACTHBIM CAydYal, U BCE MOTAO OKa-
3aThCs MHave. Tak, HaIpuUMep, YeTBepPTHIM clipaBa OUT IO aHAAOTHUH AOAKEH OBITH (pAa-
roM HalpaBAEHUS UAM 3HAKOBOTO PACIIUPEHUS, HO VBBl — TaKOBBIM B AQHHOM CAydYae
He saBAseTcs. YeTwIpe AeBble OUTa 3TO KOA Oollepallud mov reg,imm'. 3almoMHUTH ero
A€rKo - 9T0 "13" B BOCbMEepUYHOM IIPEACTaBACHUMN.

HNrtak, 0BEh 03Bh 001h — sTto MOV SI, 013Bh. Ckopee Bcero, 013Bh — aTO cmerte-
HUe, U 3@ 9TOM KOMaHAOU MOCAEAYeT PacIIn@pPOBIINK OUYepPeAHOro (pparMeHTa Kopa. A
MO>KET OBITh U HEeT — 3TO AEUCTBUTEABHO CMeAoe IIpeplionoskeHme. OAHAKO, OaNThI
030h 024h 3TO MOATBEP>RAQIOT. XaKephbl OOBIYHO TaK 4aCTO CTAAKMBAIOTCHA C (PYHKIIMU
XOY, YTO YUCTO MeXaHUYeCKHU 3alIOMUHAIOT 3HaUeHHe ee KOAQ.

He TpyaHO OyA€T YyCTaHOBUTD, UTO 3Ta ITIOCAEAOBATEABHOCTh AU3aCCEMOAUPYETCS Kak
XOR [SI],AH. Caepyrommii 6aniT 046h y>ke HeTpyAHO "yrapath' — INC SI. Kcraty,
IIOCMOTPUM, UTO K€ MHTEPECHOTO B 3TOM KOAE:

01000110

\H\SI

Tpetuii 6uT paBeH HyAr0! BBEIXOAUT KOMaHAA@ AOAJKHA BBITASIAETH Kak INC AH! (Uto
KCTaTH, BBITASIAUT HEIIPOTUBOPEUMBO CMBICAE AelIUdpoBIIuKa). OAHAKO, BCe JKe 3TO
INC SI. [loueMy MBI peIIUAY, YTO TPETUM OUT — (aar pasMmepa? Beap Intel sToro Hu-
KakK He rapaHTupoBana! A KomaHAa 'INC byte' BooOIIe BhIpa>kaeTcsl yepe3 AOIOAHU-
TeALHBIN KOA, YTO Ha OAUT AAMHHEe.

BEIXOAWT, 4TO KaK HU IOAE3HO 3HATh apXUTEKTYPy WHCTPYKIIUU, BCe JKe TAOAUILY
KOAOB KOMaHA XOTsI OBl MeCTaMM HaAO IPOCTO BBEIYUUTh. Haue MOKHO BIIaCTh B I'Ay0O-
KOe 3a0Ay’KAeHVEe U COBEPIINUTh I'pyOble OIMUOKNU. XOTS C APyrOM CTOPOHEI, 3HaHUE ap-
XUTEKTYPHI IIOPOM OYEeHb U OYEHb ITOMOTAaET.

Kris



